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OBO3HAYEHUA U COKPAIIEHUA

HHQOpMAIMOHHAs CUCTEMA,;

MAIIHHHBIN(-bIe) HOCUTENE(-1) HHPOPMAITHH;
HECAHKIIMOHUPOBAHHBIM JOCTYTI;

OlepaloHHast CHCTEMa,;

OCHOBHBIE TEXHHMUYECKUE CPEICTBA U CHCTEMEI;
IporpaMMHoe obecredeHue;

HePCOHATBHAS 3IEKTPOHHO-BEIIUCIIATEIFHAS MAIITHHA;
cpencTBo(-a) 3aIuThl HHQOpMaIiy.



TEPMHHBI 1 OITPEJAEJEHAA

3awyuwaemas  ungopmayus - wHOOPMANHUS, ABITIOMIASLCS IpeIMETOM COOCTBEHHOCTH H
IIOJIeKAIIAs 3alIUTE B COOTBETCTBUM C TPeOOBAHMAMM IPABOBBIX IOKYMEHTOB WM TpeGOBAHHAMH,
yCTaHaBIUBAEMBIMU COOCTBEHHUKOM HH(M)OPMAIIHH,

Komnpomemayus napors — dakT I0CTyma IOCTOPOHHETO JIMIA K 3alIHIiaeMoll HHQOpMaLHH, a
TalOKe BO3MOXHOCTB TAKOTO JAOCTYIIA WM TIOJ03PEHHE Ha HETO.

Konmponupyemas 30na — TpOCTPaHCTBO (TEpPPUTOpHs, 3NaHME, YaCTh 3JAHMI), B KOTOPOM
MCKIJIIOYEHO HEKOHTPOIIMPYEeMOe PeObIBaHNE IIOCTOPOHHHX JIHII, & TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U
UHBIX MaTepHAaIbHBIX CPECTB.

Hecanxyuonuposanuuiti 0ocmyn — 100CTynl K HHQOPMAIMM MM HEHCTBUS C nHpOopManue,
HapyMaIKUe MpaBUja  pPasTPaHUYCHHs  JOCTYyIa C  HCIOJNb30BAHMEM IITATHBIX  CPEICTB,
IIPEOCTABIIAEMBIX HHOOPMAIIMOHHOM CUCTEMO]],

Iepconanvhvie Oaunvie — moGast HHGOPMANWSA, OTHOCAMAACS K IPIMO MM KOCBEHHO
OIPENEIEHHOMY HJIU OIPEeIeMOMY GH3HIECKOMY ULy (CYOBEKTY IIEpCOHANBHEIX JAHHBIX).

Honvsosamens ungopmayuonnoti cucmemvt — COTPYOHHK OpPTaHM3AIlAM, B paMKaX CBOHX
(GyHKIHOHANBEHBIX 00S3aHHOCTEN OCYLIECTRIAIONIMI ABTOMATU3UPOBAHHYIO 00paboTKy 3aliuiiaeMoi
MH(pOPMALMK 1 UMEIOIIHI JOCTYII K IIPOrPaAMMHO-aIIAPATHEIM CPEICTBAM UHPOPMAIMOHHOM CHCTEMEL

Ipasuna pasepanudenus docmyna — COBOKYITHOCTh TPAaBUI, PETTAMEHTHPYIONIHX mpaBa JIOCTyIIa
CyOBEKTOB K 00BEKTaM JOCTYIIA.

Cepmugpurxam 3auyumpl — TOKYMEHT, yIOCTOBEPSIOMIHH COOTBETCTBHE CPEICTBA BEIUHMCIUTEIBHOM
TEXHUKH HJIX HHQOPMAIMOHHON CHCTeMBl Habopy OMNpEeNeNeHHBIX TpeOOBAHMH IO 3allUTe OT
HECaHKI[MOHMPOBAHHOIO JOCTYNa K MHQOPMAlMK U NAIOIIMH IIPaBo pa3paGOTYHMKy HAa HCIONH30BAHHE
TaKUX CPEeICTB.

Cucmema 3auumuvl unGopmayuy — KOMILIEKC OPraHU3aIMOHHBIX Mep H IPOrpaMMHO-aNapaTHBIX
(B TOM wuHCle KPHITOTpaQUUYECKHX) CpPEACTB 3al[UThl OT HECAaHKIIMOHUPOBAHHOTO JOCTyNa K
uH(opManuy B HHOOPMAIIMOHHOH CHCTEME.

Cpedcmso saupumel om HecaHKYUOHUPOBAHHO20 OOCMYna — TPOTPAMMHOE, TEXHHYECKOE I
IPOTPaMMHO-TEXHHYECKOE CPE/ICTBO, MpPEIHA3HAYEHHOE UL IPEAOTBPAIEHHS HIM CYIIECTBEHHOTO
3aTPyAHEHUS HECAHKI[MOHNPOBAHHOTO OCTYIIA.



1 OBIIHE IMOJIOKEHUA

Hacrosimas WHcrpykimsa mnonb3oBatens (nanee — MHCTpyKIuUs) ycTaHaBiIMBaeT TpeOOBaHHSA K
opranu3auuy oOpabOTKM CBENEHMH OTPaHHYEHHOIO JOCTYyIA (B TOM 4YHCIE HNEPCOHATBHBIX JAHHBIX) B
MH(QOPMAIIMOHHBIX CHCTEMAaX MYyHMIUNAIBHOIO OIOIKETHOrO 00I1e00pa3oBaTeIbHOT0  YUPEIKICHUSL
«Cpemusis mxona Ne 10» (mamee — VYupexaeHue), MO3BOJSIOMHKE oOOeCIIeunTsh 0e30IacHOCTh
oOpabareiBaeMBbIX JaHHBIX. MHCTpykmus comepxutr mpasuia paborsl B MC u omuchiBaeT mpasa u
0053aHHOCTH ITOJTB30BaTeNel HH)OPMAIIMOHHBIX CHCTEM.

ITons3oBatens MC B cBoelt paboTe 00si3aH PyKOBOACTBOBAThCS HacTosmied MHCTpyKuuen u
YIBEPXKACHHBIMM  JOKYMEHTAMU  YUpPEXAEHHUS, PErJIAMEHTUPYIOIIMMU TOPSAOK  OOecredYeHus
0e30TacHOCTH 3allUIIaeMOi HHQOPMAIIHH.

K pa6ote B UC nonyckaeTcs COTpYIHHMK TOIBKO MOCIIE O3HAKOMIICHHS C TIOJIOXEHUIMHU HACTOSIIEH
Wucrpykuuu. @axT o3HakoMieHMs perucrpupyercs B KypHame yuera pgocTtyma K paboTe B
MH(QOPMAIIMOHHBIX CUCTEMAX Y UpexkICHHUSL.

Meroauueckoe pyKoBOACTBO paboTOM IOIB30BaTENsT HMHPOPMAITMOHHON CHCTEMbI OCYIIIECTBIIIETCS
JUIIaMM, OTBETCTBCHHBIMH 3a 3aIlUTy HH(OpPMAIMM: OTBETCTBEHHBIM 3a OpraHU3aldio 00paboTKH
IIEpCOHAIBHBIX  JaHHBIX, OTBETCTBEHHBIM 3a  OKCIUIyaTalMio  HMHGOPMAIMOHHONH  CHCTEMEL,
aJMHHHCTPaTOpoM O€30IIaCHOCTH, OTBETCTBEHHBIM 3a YUEeT M XpaHEHHE CPEACTB KpUNTOrpaduuecKoim
3aIIUTHl HHPOPMAIUH.



2 ITPABUJIA PABOTBI B MTH®OPMAIIMOHHOM CUCTEME

2.1 Jloctyn k pabore B HH(PpOPMAIHOHHOM cHCTeMe

IIpu nepsuyHOM fomycke k pabore Ha ITDBM, Bxomsmmx B coctaB MC, momp3oBaresns oOs3aH
03HAKOMHUTLCA ¢ 0a30i HOPMATHBHO-METOANYECKHX JOKYMEHTOB, IIOATOTABIHBAEMON OTBETCTBEHHbIM 3a
OpraHu3aniio 00paGOTKM IEPCOHANBHBIX MNAHHBIX, a TaKke ¢ pa3pabOTaHHBIMH OpraHM3AIHMOHHO-
PacCropsAOUTeIbHBIMA M TEXHHYCCKAMH JOKYMEHTaMH, IPHMEHSIEMBIMH JUIS 3alldUThl WH()OpPMAIMH B
Yupexnenun. @akT 03HAKOMIEHHS pPerHCTpHpyeTcs B JKypHane ydeTa gaocTyma K paboTe B
MHGOPMAITMOHHBIX CUCTEMAX Y UpPekKICHHS.

Hutst Havana paboTer Ha [I9BM moie30BaTeNns DOMKEH MPOWTH MEPBUYHBIN HHCTPYKTAX 10 paboTe
C YCTaHOBJIECHHBIMU CpPEICTBAMH 3AIIUTEI, IIONyYWTh JIMYHBIA HICHTUPUKATOP y aJIMHHHUCTPATOPA
GesomacHocTH. B kadecTBe mMIEHTHOHMKATOpAa HCIONB3YeTCsS Mapa JOTHH-MAPONb M/HIH SIEKTPOHHBIH
KJTIOY.

Ilonb3oBarens HECET NEPCOHATBPHYIO OTBETCTBEHHOCTH 3a KOMIPOMETAIMIO CBOETO JIMYHOTO
uaeHTudukaropa.

BesomacHeii jocTyn momp3oBaTeNss K pecypcam HMHGOPMAIMOHHOM CHCTEMBI peaaM3yeTcs
CepTHOUIMPOBAHHBIMU CPEICTBAMHE 3aIlUTHI OT HECAHKIIHOHMPOBAHHOTO JOCTYIIA, YCTAHOBIICHHBIMA Ha
II9BM (cormacro TexnudeckoMy macmopty o0bekTa HHGOpMATH3aluu). B ILeIIX 3aluThl OT
HECaHKIMOHMPOBAHHOIo pocryna K pecypcam I[I9BM B C3U ot HC]l ycTaHOBIEHO OrpaHHYEHHE Ha
9HCJIO HEYCIIEHIHBIX MONBITOK BXOJAa B CUCTEMY (IIATH IONBITOK BXOJa), a TakkKe OJOKHPOBAaHME CeaHca
paboTEI mocIie yCTaHOBIEHHOTO BpeMeHu Ge3neticteus (30 MunyT).

Ilonmp3oBaremo 3ampemieHsl Jobble nedcTBuss Ha [IOBM 10 NpOXOXIEHHS UM  HPOIEIYD
UICHTHQUKAIMKM ¥ ayTeHTHOMKAmuu (KpoMe [eHCTBHM, HEOOXOMMMBIX JUIS  IIPOXOXICHHS
UICHTUDHUKAINY U ayTeHTADUKAIIH).

3anpemaercs:

—  OCYWIECCTBIATH BXOJ B CUCTEMY ITOJ] Uy KOM YUIETHOM 3aIHChIO;
—  €000WaTh HOCTOPOHHKM JIHIAM CBOM JIOTHH M [ApOJIb;

—  OCTaBJIATH 03 MPUCMOTpA 3IEKTPOHHBIN KIIIOY;

—  IepelaBaTh MOCTOPOHHUM JIHIAM 3JIEKTPOHHBIN KIIIOY;

- IpHCTyIaTh K padote Ha [IDBM, He npolins HHCTPYKTaX y aIMUHHCTPATOpa GE30IIaCHOCTH H
OTBETCTBEHHOIO 33 SKCILTyaTalluio0 HHGOPMAIIMOHHON CHCTEMEL.

2.2 Obwmwme TpeboBaHMsA K OpraHu3anuu 06paGoTKH 3amumaeMoii HHGOPMALHH

Ilonp30BaTens MHQOPMAITMOHHON CHCTEMBI B OTBEAEHHOE €My BpeMs pellaeT IIOCTaBIICHHBIE
3a1aud B COOTBETCTBUH C TIpaBaMu JOCTyNa K pecypcam II9BM, npucBoeHHBIME eMy aJMUHHCTPATOPOM
6e30MacHOCTH.

Homyck nosnpsosatenelt B momemieHus WHGOPMAIMOHHON CHCTEMBI OCYINECTBISLETCS COIJIACHO
yrBepikneHHoMy JKypHany ydera focTyma K paboTe B HHGOPMAUMOHHBIX CHCTEMaX YUpexIeHH.
KoHTpoib 3a BeileHneM xypHana Bo3jiaraetcs Ha aIMUHECTPATOPa GE30IaCHOCTH.

Y6opka [OMEmEHNH, B KOTOPEIX Pa3MEIIeHE! TeXHUYeCKue cpencTsa MC, TOMMKHA MPOBOIUTHCS
TIOJ{ HaOJIFOICHIEM COTPY/IHHKA, HMEIOLIIEr0 IIPaBo JI0CTyIa K paboTe B HH(MOPMALMOHHOMN CHCTEME.

Opranusanus o6paboTku 3amumaeMoil HHGOPMAIMK B MOMEEHHSX, B KOTOPBIX PAacIOIaraeTes
HC, a Takxe pacmionoxenue cpencTB 0ToOpaxxeHnst KHPOPMAIIMH BO BPeMs paGOTH JOIDKHBI HCKIIOUATh
CTy4aifHOe O3HAKOMJICHHE C 3aIHINaeMoil HHGopManuel MOCTOPOHHUMHE JIMIIaMH.

B mpomnecce o6paboTtku 3amuinaeMoit nHMOPMAIME TIONTE30BATENb JOJDKEH HCIOIB30BATh TOJIHKO
INTATHBIC TIPOTPaMMHBIE M TEXHUYECKHE CPEJICTBA, yKa3aHHBIE B TEXHHUYECKOM MACIOpTe OOBEKTA
UHPOPMATHU3AITHH,

Ilonb3oBaresb 00A3aH OCYMECTBIATE BU3yalbHBIH KoHTpomb menoctHoct OTCC u snementos
KOHTPOJISI HECAHKIIMOHMPOBAHHOTO AOCTYyMa (HaKJIeeK, INIOMO, 3alUTHRIX 3HAKOB).

BrBox Ha mewate MOKYMEHTOB, COZAEpXAIMX 00pabaTHBAEMYIO 3aIIHIIAEMYIO uH(OpMaIHIO,
BO3MOXCH TOJIBKO Ha yCTpoiicTBa medard, Bxopsmue B coctaB OTCC UC u Haxomsmuecs BHYTPH
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IIOMEIIEHUH, B KOTOPBIX IIPOM3BOAUTCA 00pabOTKa TakuX NaHHBIX. PacleuaTaHHBIE JTHUCTHI IOJKHEI
M3BJIEKAThCS M3 JIOTKA YCTPOUCTB IIEYaTH M0JIb30BATEEM Cpa3y IIOCIIe 3aBepIUeH s IIPOIecca TIeUaTH.
B cnyyae ocrasnenns monb3oarenem I19BM u3 cocraBa UC B Teuenme paGodero mHS IOIKHO

IIPOM3BOJUTECA OJIOKMPOBAHUE KOMIIBIOTEpa codeTanueM kimasuin « Windowsy» + «L» 160 ¢ moMommpo
MeHto «lTyck».

3anpemaercs:

- pasriamars JuiaM, He JOIyIeHHbIM K padore B MIC, cBeleHUs OrpaHHYeHHOr0 IOCTYIIa, B
TOM 9YHCJIC CBEICHHUSI 00 YCTAHOBJIEHHBIX CPEACTBAX 3aIIUTH HHPOPMAINHU U IIPUHATHIX MEPAX 3aIIUTHI,

- IIOKUJIATh TIOMEIeHUs] HHPOPMATMOHHOH CHCTEMBI, HE OCYIIECTBHB GJIOKUPOBKY HOCTYIIA K
[I5BM wunu He BEIKIIIOUMB [I9BM;

—  TIPUBJIEKAaTh NOCTOPOHHHUX JIMII I IPOBEIEHMS PEMOHTHBIX paboT TexHuueckux cpencts MC
6e3 cornmacoBaHus ¢ JIMIAMH, OTBETCTBEHHBIMH 32 3alIUTy HH()OPMAIIKH;

—  CaMOCTOSTENbHO IPOBOAUTH BCKphITHE MK peMoHT OTCC, ux 610K0B, YacTeld, y3I10B;

—  BBIIOJHATH pabOThI ¢ JOKYMEHTaMH, COAEPIKAIIUMH 3alIUINaeMy 0 HHGOPMAIHIO, Ha JOMY.

2.3 VYder u XxpaHeHMe 3aIHIaeMoii HH(pOPMALIHHT

IIpu obpaboTke 3ammmaemMoll HHGOPMAIMH 00ECIIEYUBACTCS Pa3HeNbHOe XpaHeHHe 6a3 JaHHBIX,
COflepKAIlMX ~ 3allMINaeMyr0 HHpopManuio, 00paboTKa KOTOPBIX OCYIIECTBISETCS B  IIEJISX,
HECOBMECTHBIX MEXIY COOOH.

Ilpm sToM s XpaHeHus (aiiioB, comepXKalluX 3allUINaeMyl0 HHPOPMALWIO, pa3pelIaeTCs
UCTIOIb30BATh TOJBKO CIENUATBHO BBIIEIEHHbIE KATANIOIM XKECTKUX MarHUTHBIX JIUCKOB (PACIIONoKeHNe
KaTaJlOTOB OIpENENIeT aIMUHUCTPATOp OE30MacHOCTH), a TakKe ChEMHBIE MAIIMHHBIE HOCHTEIN
HHGOpMAaIUH, YYTCHHEIE B YCTAHOBJICHHOM IIOPSJIKE.

XpaneHue 3aluInaeModl MHGOPMAlMKM OCYIIECTBISETCS HE AOJBIIE, YeM 3TOrO TPeOYIOT IENH
0bpaboTku samuimaeMod umHGopmanuu. OO6paGarbiBacMas 3amuinaemMas HHGOPMAIMA IIOJICKUT
YHHYTOXEHUIO, JUO0 OOE3NMMYMBAHMIO IO JOCTH)KEHHMM Ienedl oOpaGOTKM WM B Cilydae yTpaThl
HEOOXOIUMOCTH B JOCTIIKEHHH 3THX IIEJIEH.

JIOKyMEHTBI, CONEpKAIIKE 3allUIIacMble JaHHBIE U UCIIONIb3yeMble B IIPOIECcCe 06PaBGOTKH TaKHUX
JAHHBIX, JOJDKHBI YOWpAThCs IONB30BAaTENEM B 3alMpaeMble (IIOMOHUpyeMmble) Ikadbl MIH celdBl.
3ampemiaeTcs OCTaBIATH 0e3 INPHUCMOTpa JOKYMEHTHI, COZep)Kamme o00pabaThIBaeMBle CBEICHMUS
OT'PAaHUYICHHOT'O JOCTYyIIA.

Bce maxonsamuecs Ha XpaHEHHUH M B OOpaIlleHHH ChEMHBbIE MAlIHHHELIE HOCHUTENM 3allUINAeMO
HH(OPMALMH [OUIeXKAT yueTy. Bee cheMHbIe MalllMHHEIC HOCHTENH 3allUIaeMol HGOPMAIHHK JOJKHEL
OBITH MPOMAPKUPOBAHBI HAKIEUKOH C yHHKAIBHBIM yUeTHBIM HOMEPOM. YHHKAIbHBIA YUETHBIA HOMEp
HAHOCHUTCS CIENMalbHBIM HECTUPAaeMBbIM MapKepoM Ha MaTepHalbHbE HOCHUTENH 3allUIIaeMoi
HH(pOpMAIMH, Ha KOTOPEIE HAaKJIEUBAHUE APIIBIKA HEIOIYCTUMO 110 TeXHuueckuM mpudanHam (CD-muck u
T.IL.)

O ¢akrax yTpaThl MalIMHHBIX HOCHTENEH 3amuInaeMoil MHGOpMAaIMH, a TaKkKe JOKyMEHTOB,
COZIEpKaIlMX CBEICHMS OTPaHMYEHHOIO JOCTyIa, JHUOO pasriaiieHus 5Tod HH(OpPMALUU CTABUTCS B
H3BECTHOCTh PYKOBOJUTEND YUPEXKICHUS U HazHAUaeTCsl KOMHUCCHS U PacCiaeqoBaHus 0OCTOATENHCTB
yTpaThl WK pasriialieHns. Pe3ynbTaThl paccieJoBaHus JOKIAIbIBAIOTCS PYKOBOAUTEIIO Y UPEKIEHUS C
HOCIIEAYIOIMMM COCTAaBICHUEM aKTa O IIPOBEICHUH CITYKEeOHOTO PacCie0BaHus.

2.4 YHuutoxeHHe 3ammmaeMoi nHdpopMaun

BremHye MallMHHBIE HOCUTENM 3amuiiaeMod WHGOpPMAIlUM, IPUINEANINE B HETOJZHOCTH HIIH
OTCIIy>KUBIIKE YCTAHOBIIEHHBIH CPOK, IOIJIEXAT YHUUTOXKECHHUIO. Y HUUTOXEHHE MAIIMHHBIX HOCHUTEIEH
3aIMInaeMoi HHGOPMAIMKi OCYIIECTBIIAETCS KOMUCCHEH, yTBEP)KIEHHOH PYKOBOIUTENEM YUpPEeXICHHUSL.
B pesynpraTe yHHUTOXEHHS HOCUTENS COCTABISACTCS aKT YHHUTOXKEHUS BHEIIHUX MAIIMHHBIX HOCHUTENeH
3armuIaeMoi HHGOPMAIHH.
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BymaxHbIe HOCHTENH, COMEpXKAIIUe 3alUIIaeMbIE JAHHEIE, HeTPeAHA3HAYCHHbIE IS NaTbHEHIIEro
HCIIONb30BaHAs B IIpoliecce 00paboTKu HHPOPMAIMH, IOJIEKAT YHUUTOKEHHIO IyTeM HX Pa3MesIbUeHHS
BPYYHYIO JIUOO € MOMOIIBIO CIENHATEHOIO 000PYXOBAHMA Uil YHUYTOXEHHS OyMa)KHBIX HOCHTEINEH.
YHHYTOXeHHEe OyMaXKHBIX HOCHTENCH 3aluinaeModl HH(OPMAIHHM OCYIIECTBISETCS KOMHICCHEH,
YTBEPAJICHHOH PYKOBOXMTENIEM YUpEXIeHHI. B pesyibrare yHHUTOXeHHS GYMaXKHBIX IOKYMEHTOB
COCTaBJIACTCA aKT O BBIICICHUU K YHHYTOXECHHUIO HNOKYMEHTOB, HE IIOUICXKAIUX XPAHEHUIO.

B cnyuae npexpamenus o6paGoTKH 3amuInaeMol HHQOPMAIMH JOKHEL GBITh YHHUTOKEHBI BCE
pe3epBHEBIE KOMTUH TaKkod HHAOPMAIHH.

B ciyuae yBONBHEHMS MM OCTaBICHHUS 3aHMMAEMOH IOIDKHOCTH IIONb30BATENh 06S3aH BEPHYTh
BCC BBINAHHbIC CMy yYTE€HHBIC MAIIMHHBIC HOCUTENN HHO)OPMAIUH, a TaK)Ke JOKYMEHTHI M MaTepHaIbL,
OTHOCSMLIHECS K 06paboTke 3amuinaeMoit HHbopMauH.

3anpemaercs:

—  XpaHCHHC HOCHTENCH 3allMIacMOd HH(OPMAIME BMECTE C HOCHTENSAMH OTKPBITOM
uHOopManuy, Ha pabouMx CToNmax, JMGO OCTAaBIEHHE HX 0Oe3 NPUCMOTPa WM Iepefada Ha XpaHeHHe
IPYTUM JIHIAM;

= BBIHOC HOCHTEICH 3allUIaeModl MHQOpMAlMK (B TOM uuclie OYMaXHBIX) U3 CIyXKeGHBIX
IIOMEIIEHUH JI1 pabOoThI ¢ HUMH Ha JIOMY H T.JI.

2.5 PaGora ¢ MAITHHHBIME HOCHTEISAMH HH(OPMALHH

Jiss  paspaGoOTKH ¥ XpaHeHHs [OKYMEHTOB, COZEpXKAaINX 3allUINAEMBblE IaHHBIE, MOTYT
IPHUMEHATBCS MAIIMHHbIE HOCUTENH HH(OpMAIUH.

Bce 3apeructpupoBaHHbIe MAIIHHHBIE HOCHTEIIH MH(OPMAINH, [IpeTHA3HAUECHHEIE IS XPAHECHHS
MH()OPMAIUK OTPaHMYECHHOTO JOCTYIIA, HOIb30BATElb IOJTy4YaeT y aAMHHHCTpaTopa 0€30MacHOCTH H
CTaBUT OTMETKY O IIOJyUCHUH HOCHTEIS B XKypHAJIE YUeTa 3aIHIIaeMbIX MAITMHHBIX HOCHTEJIEH,

Omnepanuy ¢ MAIIMHHBIMA HOCHTEIAME HH(GOPMAIAH IIPOBOJATCS TOJBKO Ha [I9BM, Bxomsmux B
cocras UC.

MHY, coxepxamue samumaemyro HHGOPMALHIO, JOJKHEI XpaHUTBbCA B  3aIMPACMEIX
(wtomMGupyeMbIx) mKkahax wim ceifdax, pacIoNIOKEeHHbIX B MecTax, HCKIIFOYarOIuX CIIyYaiHBIA TOCTYII K
HHM IIOCTOPOHHHX JIHII,

ITpu momkroueHun creMuBIXx MHU K II9BM, Bxomsmmx B cocra MC, momp3oBareneM
NPOU3BOIUTCS 00s3aTeIbHAS aHTUBUPYCHAS IPOBEPKA HOCHTEIS.

Mamvnnble  HocuTenu — sammmaeMol  mHbOpMamw, HENIPUTONHBIE JUIS  JalbHEHINEero
HCIIOJIb30BaHMS, TIOJVIEXKAT TI€pe/iade aIMUHUCTPATOPy 6E30IIaCHOCTH IS KX YHUYTOXKEHHS.

3anpemaercs:

- XpaHuTh Ha ydreHHbIX MHW wndopmamuio, He OTHOCAIIyIocsS K 3aIUINAEMOM, a TaKKe
UCTI0NB30BaTh yureHHble MHU B MuYHBIX HEsIx;

- HCIONB30BaTh HeyuTeHHBIe MHU 1 06paboTKY i XpaHeHHs 3aIUIAeMbIX JAHHbIX;

= OCTaBJATE Oe3 npucMoTpa yureHHble MHU, nepenaBaTs uX IOCTOPOHHHM JIMLAM;

= IIepenaBarb BBIOJAHHBIE TIOX pPOCIINCE MAaIOHWHHBIE HOCHUTEIH I/IH(bOpMaIII/II/I Apyrum
COTPYOHHUKAM JJId I1OJIE30BaHUS.

2.6 OOecnevenne HEM3MEHHOCTH —TeXHOJOTHYECKOr0 Ipomecca, NpOrpaMMHBIX H
TEXHHYECKHX CPEACTB HH()OPMAIMOHHOH CHCTEMBI

Obecrieyenne HEM3MEHHOCTH NPOTPAMMHOM CPEIBI B COCTABA YCTaHOBJIEHHOIO 00OpyIOBaHus, a
TaKKC HCH3MEHHOCTH M NEJOCTHOCTH CHCTeMBI 3aluThl mHbopMmanuu B MC sBIsercs OMHHM HU3
OCHOBHBIX TpeOOBaHUH mpu paboTe.

B ciydae Heo6x0nMMOCTH BHECEHNS U3MEHEHUH B KOH(HTYDAIHIO HMH(POPMAITUOHHOM CHCTEMBI U
CHCTEMy 3alUTEI HHMOPMALMK (B NEMAX 3aMeHbI 000PyHOBAHHS, U3MEHEHHUS [IEPETHS IIPOrPaMMHOTO
00ecreueHns) IOIB30BaTeNb 00653aH COOGIIHTE 06 3TOM aMHHHCTPATOPY 0€30MacHOCTH.



3anpemaercs:

—  CaMOCTOSATENHHO yCTaHABIMBATH, MOAMGUIUPOBATh, OGHOBIATH IPOrPAMMHOE OOECTIEUEHHE,
B ToM umcie I[1O cpencTs 3ammThl HHPOPMAIMH, a TaKKe U3MEHATh YCTAHOBJIEHHBIH alllOPUTM PabOTEI
I10;

—  ocymecTByATh Mobble AefictBud ¢ BIOS/UEF], B ToM 4KcIIe OCYIIECTBIIATE «OTKAT» BEPCHH;

- HapyIIaTh IEeTOCTHOCTh IIoMO Ha koprycax IIOBM, BXoadmux B cocTaB MH(OPMALMOHHON
CHUCTEMBI;

—  ocTaBiATh 0e3 IMPHCMOTPa YUTEHHBIC MAIlWHHbBIE HOCUTENH MH(OpPMAaIUH, a Takke APYTrue
MaTepHaIbl, COAEpIKaIKe 3alIaeMble JaHHble (KypHAbl, PACIE€YaTKH U T.1.);

—  IBITATHCH OTKIIFOYATH MM OJIOKHPOBATH PaboTy CPEICTB 3alUThl HHPOPMAIIHH.

2.7 Oprasuzanus N1apoJbHON 3aIHThI

Jlna ycunenus GyHKimd waeHTHGUKAIWKM IIOIb30BaTeNnedl mpu goctynme K pecypcam IIOBM,
BXoAAImX B coctaB VIC, yCTaHOBIECHHI CleIyIONue TpeOOBaHUS:

—  Iapoyib He JOJDKEH COMepXKaTh WMs YUYETHOHM 3allicH II0Jb30BaTellsl WM ero (hparMeHTHI
I0J1530BaTeNs JJIHHOHN OOJIbINE IBYX CUMBOJIOB;

—  IapoJib TOIDKEH COCTOSITH U3 BOCBMHU CHMBOJIOB;

—  Iapoyib IO/DKEH COJepXKaTh CHUMBOJIBI, OTHOCAIIMECS K TPeM U3 CIEAYIOIUX YETHIPEX
KaTeropuii: JaTHHCKME 3ariaBHble OYKBBI (A - Z), NaTHHCKUE CTpoyHble OyKBHI (a - z), mudpsl (0 - 9),
OTIMYHBIE OT OYKB H 1ubp cuMBos! (Hampumep: |, §, #, %);

—  Tapoyib He JOJDKEH BKIJIOUATh B ce0sl JIETKO BBIYMCILAEMBIE COYETAHHA CUMBOJIOB (MMEHA,
dbaMuImMK, JHA POXKACHUS W IpYTHe HaMsITHBIE NaThl, HOMepa Teae(oHOB, aBTOMOOMIIEH, afpeca MecTa
’KUTENbCTBA, KJIMYKH JOMAalllHMX >KHBOTHBIX, HamMeHoBanus [IDBM, oOImenpuHATEIE COKpallleHHs
(OBM, JIBC, USER, SYSOP, GUEST, ADMINISTRATOR u T.1.)), a TaKKe Opyrue JaHHBIE, KOTOPBIE
MOTYT OBITH IOZ00PAHbI HAPYLIMTEIEM ITyTEM aHaNIn3a HHPOPMAIUHK O ITOJIb30BATENE;

- HE MCIOIL30BaTh B KAUeCTBE IApOis OJUH U TOT XK€ IOBTOPSIOLIUICS CHMBOJ JHOO
TIOBTOPSIOIIYIOCS KOMOMHAIUIO U3 HECKOIBKHUX CHMBOJIOB,;

—  He HCIIOIB30BaTh B KAYECTBE IApOJIi KOMOMHAIIMIO CUMBOJIOB, HAOMPAEMBIX B 3aKOHOMEPHOM
nopsiJKe Ha KiaBuarype (Hampumep, 1234567 u 1.11.);

—  IIpW CMEHe Tapoiisi HOBOE 3HaueHHE JODKHO OTJIMYAThCS OT IPEBIAYIIEro HE MEHEE YeM B 4
TO3UITHX;

—  3ampeliaeTcs XpaHeHHe IapoJjieif Ha ChbeMHBIX MalTMHHBIX HOCUTEISIX HHQOpMAaLUu.

[Tonp3oBarens 00s£3aH MEHATH IApOJb HE peXe OJHOTO pa3a B IO, a TakKe BHEIIIAHOBO IIO
TpeOOBaHHUIO aIMUHHICTPATOPa 6€30I1aCHOCTH.

Ha IIDBM, Bxomsummx B cocTaB HH()OPMAIMOHHOM CHUCTEMBI, 3alpellaeTcs HCIONb30BaAHUE
YUETHBIX 3aIUCEH «I10 yMOIYaHHUION.

B memax 3aluThl OT HECAHKIIMOHMPOBAHHOTO JAocTyma K pecypcam I[IOBM  ycranoieHo
OTpaHMYEHHE Ha YHCIIO HEYCICNIHBIX IMOIBITOK BBOAA NApoNs I BXOAA B CHCTEMY (IATH IIOIBITOK
BXO0/Q).

ITonp30BaTenh HECET OTBETCTBEHHOCTh 3a UCIONB30BAHUE IApoJeH, HE COOTBETCTBYIOIIMX
BBIIIETIEPEUHNCICHHBIM TPeOOBAHUAM, a TAKKE 34 UX pasIIlalleHue.

3anpemaercs:

- coo0IaTh IMOCTOPOHHMM JIMIIaM mapois [ fJoctyma k IIOBM, BxopdmuM B cocTaB
HHPOPMAIHOHHON CHUCTEMBI;

- OCYIIECTBIIATH BBOJ TAPOJIS IS IOCTYIIa B CUCTEMY B IIPUCYTCTBUH IIOCTOPOHHHUX JIMII,

- 3alMCHIBATEH TTAPOJIM B OOINENOCTYIHBIX MecTax (MOHHUTOP, 0OpaTHas CTOpPOHA KIIaBHATYPHI,
OTIeNbHBIE TUCTEI OyMarH, ¢aiinsr [I9BM u T.14.);

- HCIIOJIE30BATh IIOBTOPHO paHee UCIIOIB30BAHHEIE [1aAPOIIH.
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2.8 Opranmsanus pa6oTsl B ceTd MHTepHET

Pabotra B cerax ofmero nocTyma W/WIH MEXKIYHAPOAHOTO HHQPOPMAIMOHHOTO OGMEHa
(MexIyHapoIHas KOMIBIOTepHas ceTh VHTepHeT u npyrue cetw, natee — Cets) Ha [I9BM, BX0IAmuX B
coctaB HHPOPMAIMOHHON CHCTEMBI, JOJDKHA IIPOBOJUTLCS IPH CIyKeOHON He06X0IUMOCTH.

Tlonb3oBarenam 3amperneHa caMOCTOSITENbHAs OPTaHHW3AIKS TOTONHATENBHEIX TOYEK IOCTYIA B
Cets (USB-moneM u T.11.), He IpexycMOTpeHHas KOHbUTypanueit nHMOPMAIHOHHON! CHCTEMEL.

3anpemaercs:

—  ocymecTBIATh paboTy B CeTH NpH OTKIIOYEHHBIX CPEICTBAX 3alIUTHl HH()OPMAIHK
(aHTHBHPYCHEIE CPENICTBA, MEKCETEBBIE SKPAHEI U IIP.);

—  TepepaBath 110 CeTH 3amumaeMyro HHGOPManHio Ge3 HCIOIb30BaHuUs CPEICTB MU POBAHHS;

—  CKauuBaThk U 3allyCKaTh C CETEBBIX PECYPCOB MCHONHAEMBIE (aiinel, miaruuel Gpaysepa Oes
COTJIaCOBAHUA C aJMUHUCTPATOPOM 0E€30MacHOCTH;

—  Iocemarb «COMHHUTEIBHBIE» CalTBl, HCIOJIB3YIOIIHE HE3AINUINEHHOE COeIUHEHHE W
CIIOCOOHBIE HAHECTH BPEJ CHCTEME.,

2.9 Oprasusanus aHTHBHPYCHOM 3aIMTHI

[Ipy BO3HUKHOBEHHH JFOOBIX OJO3PEHHI Ha HAMYHE BPEIOHOCHOTO IIPOrPAMMHOTO 00eCIIeueHus
(HeTnnmyHas paboTa MporpamM, MOSABICHHE PaQUUECKUX U 3BYKOBBIX 3(Q(EKTOB, HCKaXKEeHHE TaHHBIX,
npomnananve (aiios, 9acToe MOSBICHHE COOOLIEHHH O CHCTEMHBIX OMHKOKAX M T.I) HOIb30BaTENb
00s13aH HEMEICHHO IPEKPaTHTh Kakue-ubo neiictBus Ha I[IOBM u COOOMMTH agMHHHCTPATODY
6€30MacHOCTH O BBIBICHHOMN IPOOIIEME.

B cioydae OTCyTCTBHS INTATHBIX (YHKIMM aHTHBHPYCHOIO IIPOrPaMMHOTO OOeCIIeueHHs,
IIpeyCMaTPHUBAIOIINX aBTOMATHYECKYIO IIPOBEPKY (HaiioB, MOJB30BaTeNb 00s3a8H OCYLIECTBIISATE
[IPOBEPKY BceX (paifyioB, mOTyYaeMBbIX:

— IO BJIEKTPOHHOH MoYTe;

- 1o cetu HTEpHET;

— Ha OITHYECKOM (MarHUTHOM) JHCKE;

—  Ha ¢Uem-HaKomuTeE;

—  Ha HHOM CBEMHOM HOCHTEJe HH)OpMAIIHH,

B ciydae oGHapyxeHHs Ha ChEMHOM HOCHTeNIe HH(QOPMAIMM BPEIOHOCHOTO IPOrPaMMHOIO
oGecnequHﬂ, HE ITOAOaroIerocsa JICUYCHHIO, II0JIb30BaTCIIb 00s13aH IIPCKPaTHuTh UX HCIIOJIB30BAHUC.

3anpemaercs:

- OCYIIECTBIIATh JEHCTBHS, HAIPAaBICHHBIE HAa OTKIIIOYEHUE AHTHBHUPYCHOTO IIPOTPaAMMHOIO
obecrieueHus;

- CaMOCTOATENIEHO YCTaHaBIUBATh IPOTPAMMHOE 00€eCIIEUeHHE;

—  3amyckars (aiisl, HOy4eHHBIe 110 ceTH VIHTepHET, 10 3JIEKTPOHHOM IOYTE WK Ha CHEMHBIX
HOCHTENAX MHpOpManuy, 6e3 IMpeaABapUTeTIbHON HX IIPOBEPKA aHTHBHPYCHON IPOrPaMMOii, Jaxe eciu
OHH IIOJIy4Y€HBI OT JOBEPEHHOTO ajpecaTa.
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3 TOPSIOK JAENCTBUA B CJOYYAE BO3HHKHOBEHHSI HEIITATHBIX
CHUTYALIAI

B ciydae npeBbIIIEHHS MAaKCHMAJIBHOTO KOJIHMYECTBA IIOUBITOK BXOAd B CHCTEMY II0Jb30BATEIh
00s13aH:

- He 3aBepmaTth padory IIOBM, He neITaThes peluTh NpobaeMy caMOCTOSTENBHO;

— coo0IUTh 00 MHIMACHTE aIMUHUCTPATOPY O€30IIaCHOCTH.

B cny4yae obHapyxeHHs (akToB HelpeTHaMEepeHHONH MOoAU(UKAIMA/yIaIeHHs 3alIAINaeMOi
HH(OpMAaLUK [T0JIH30BATENb 00s3aH:

—  IpUOCTaHOBUTH 00paboTKy 3amminaemoit uadopmaruu Ha [IDBM;
—  TIOCTaBHTh B H3BECTHOCTB JIHII, OTBETCTBEHHBIX 3a 3aIIUTy HH(MOPMALIUH;
—  COBMECTHO C  aOMMHHCTPAaTOpOM  0O€30IacHOCTH  IPOM3BECTH  BOCCTAHOBJICHHE

MOIUGHULIUPOBAHHON/ylaleHHOH — MHGOpPMAalMKd W3  [OCNEIHEH  Pe3epBHOM  KONMH, COTJIACHO
YTBEP)KIEHHOMY PernaMenTy pe3epBHOI0 KONMpPOBaHUS 00BeKTa HH)OPMAaTH3ALUH.

B ciy4ae BO3HHKHOBEHHS HPOOIIEM C «ICUEHHEM»/yTaleHIEM 3apaKeHHbIX (ailyioB, a TaKKe IpH
BO3HMKHOBEHHMH IIOJIO3PEHHs Ha HaJM4YMe KOMIIBIOTEPHOIO BHpyca (HETHNHYHAS paboTa IIPOrpamM,
NOsBJIEHUE TPapUIECKUX U 3BYKOBBIX 3(h(EKTOB, UCKaXKEHHUH ITaHHBIX, MCUE3HOBEHHE (alioB, yacToe
HOSIBJICHHE COOOIEHUH 0 CHCTEMHBIX OMMOKaX U T.II.) IOJK30BaTENb 00513aH:

= HEMEJICHHO COOOIIMTE O BO3HUKIICH CUTYyalll aiIMUHUCTPATOPy 6630H&CHOCTI/I;

- COBMCCTHO C aIMHHHUCTPaATOPOM Oe3omacHOCTH IIPOBECTH MEPOIPUATHA 110 YCTPAaHCHHIO
BO3HHUKIIIEH HpO6JI€MBI U BBIIIOJIHUTH BHquepeﬂHOﬁ aHTI/IBI/Ip}’CHHﬁ MOHHUTOPHHT.

B ciy4ae BO3HMKHOBEHMS OTKa3a B paboTe TeXHMYECKHX cpencTB II9BM («Mbimby, KiaBuarypa,
MOHHUTOD, IPUHTEP H T.JI.) HEOOXOIUMO:

—  He IPOU3BOAUTH CAMOCTOATEIBHYIO 3aMEHY TEXHHUECKUX CPEICTB;

—  IIOCTaBHTh B U3BECTHOCTH aJIMUHHUCTPATOPa 6€30IIaCHOCTH.

HewictBuss B ciydae oOHapyXeHHs HApyMIEHHs LETOCTHOCTH  3JIEMEHTOB  KOHTPOJIA
HECAHKIMOHUPOBaHHOTrO HocTyna K IIDBM (Hakieek, m10M0, 3aIIUTHBIX 3HAKOB):

- IIPUOCTAHOBUTH MM HE HAUMHATE 00paboTKy 3amuimaeMoit nubopMarmu Ha II1DBM;
—  TIOCTaBWTh B M3BECTHOCTH JIUI, OTBETCTBEHHBIX 32 3aIIUTY HH()OPMAIIHH.

B cinyyae Bo3HMKHOBEHHA cO0s MM BO3HUKHOBEHHUS OUMOOK B paboTe ycTaHOBIEHHBIX Ha IIDBM
CPENCTB 3allMThl MH(OPMAIMH MK IPOrpaMMHOTO 0oOecledeHHs, MpeJHA3HAYEHHOro A1 06paboTKH
3aImUInaeMoi HHPOpMaLUH, CIIeTyeT:

—~  IIPHOCTaHOBHTH 00pabOTKy 3amuuiaeMoii uHdopmanuu Ha [IDBM;

—  TIOCTaBHUTb B H3BECTHOCTH aIMHHUCTPATOpa OE30IIaCHOCTH.

B ciydae BBIXOJa U3 CTPOS YYTEHHOTO MAIIMHHOTO HOCHTENA MHGOPMAIMHU I[10JL30BATENb 00s3aH
nepeaTh Mall¥HHBIN HOCUTENb HHGOPMAIMH aIMUHUCTPATOPY O€30IIaCHOCTH.

B ciiydac H€06XOJII/IMOCTI/I HN3MCHCHHUSA COCTaBa YCTAaHOBJICHHOI'O IIPOIrpPaMMHOIO obecrneyeHus
OJIh30BaTENIb O0SI3aH:

— B CiuyxeOHOM 3amHCcKe HA MM DPYKOBOAUTENS YUPEXKICHHS WU3JIOKHUTH IIEPEUeHb
ycTa"aBnuBaeMoro I10 u moscHUTh He0OXOMUMOCTE TaKOU YCTAHOBKH;
—  IepeiaTh Ha COINIACOBAHUE CIIYXeOHYIO 3alMCKy aIMUHUCTPATOPY O€30IaCHOCTH.

B cnyuae Bo3HMKHOBeHMs cOOS WM BO3HUKHOBEHHS OIIMOOK B paboTe 3/IEKTPOHHOM IIOYTEHL
oOHapyXeHHUs IOJO3PUTENbHBIX IINCEM OT TIOCTOPOHHUX aJ[PEeCaToB HEOOXOAUMO:

—  HE OTKpBIBAaTh IMChMAa C COMHHUTEIBHBIM COIEPIKUMBIM;

- [IPHOCTAaHOBUTH 00paboTKy 3amuinaemMoit napopmanuu Ha [IDBM;
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—  IIOCTaBUTh B M3BECTHOCTH aMHUHUCTPATOPa OE€30IIaCHOCTH.
B crydyae BO3HUKHOBEHHS HEINTATHBIX CUTYAIHi, HE IIPELyCMOTPEHHBIX HACTOAMIEH HHCTPYKIIHet,

TI0JIB30BATEIb 00s3aH MOCTABUTE B H3BECTHOCTS JIMII, OTBETCTBEHHBIX 34 3AIMUTY HH(DOPMAIIMH, C IIEIbIO
BBIPAOOTKH COBMECTHBIX JICHCTBHUH II0 YCTPAHEHUIO BO3HUKINEH IPOGIEMBL.
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4 IIPABA 1 OTBETCTBEHHOCTbD

[Tonr3oBarens UC umeer mnpago:

— B OTBEAECHHOE €My BpeMs pelLlaTh [IOCTABJICHHBIC 3alayl B COOTBETCTBHH C IOTHOMOYMSIMH
nocryna kx pecypcam UC;

—  yYacTBOBaTb B aHANU3C CHUTyalluH, KacaroIuxcs (YHKUHOHMPOBAHMS CHCTEMBI 3aIlATHI
obbekTa MHGOPMaTH3alMK U paccleqoBaHus (akTOB HECAHKIMOHUPOBAHHOIO JOCTYIA K 3aIHINAEMOMN
HHGpOPMAITHIH;

—  obpamarbcs K aIMHHHCTPATOpPy O€30MacHOCTH C Mpoch0oi 06 OKa3aHUM TEXHHYECKOM H
METOIMYECKOH MmoMomu B paboTe €O CpPEeACTBAMH 3alUThl HWH(GOPMALUWM, YCTAHOBIEHHBIMH
IIPOrPaAMMHBIMK CPEJCTBAMH, HEOOXOIMMBIMH JUISl HCIIOJHEHUS CBOUX JO/DKHOCTHBIX 00SI3aHHOCTEH;

- IpeJIaraTh CIIocoObl ¥ METO/IBI COBEPINIEHCTBOBAHUS CHCTeMEI 3amuThl VIC.

Ilomp30BaTeNb HECET OTBETCTBEHHOCTh B IIOJHOM OO0BEME IO AEHCTBYIOLIEMY 3aKOHOAATENLCTBY
Poccuiickoit Oenepauvu 3a pasrialleHMs CTaBIIMX €My H3BECTHBIX CBEJEHHH, COIEPIKaIIHX
MH(pOPMAIMIO OTPaHMYEHHOTO JOCTyNa, yTepio cheMHEIX MHM U [JOKyMeHTOB, comepKamux
3AIMINAEMYF0  MH(OpManMio, a TakKe MpeAHAMEPeHHYI0 MOAM(GUKAIMIO, KONMPOBAHHE U
pacIpocTpaHeHue 3aluaemMoit nupopmanuu, obpadbarsiBaemoii B VIC.

HeBbinosnHeHue 10NB30BaTENIME IIPEIbSIBICHHBIX TPEOOBAaHMHA MOXKET IMOBJIEYL HACTYIUICHHE
TPaXXJAHCKOM, aIMUHUCTPATUBHON, TUCIUILTHHAPHOM, THOO MHON OTBETCTBEHHOCTH.

14



ITPUMEYAHUS

15



16



		2022-01-13T10:28:34+0500
	Нижневартовск
	Петлина Мария Олеговна




